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Abstract—Detection of malicious traffic and network health
problems would be much easier if Internet Service Providers
(ISPs) shared their data. Unfortunately, they are reluctant to
share because doing so would either violate privacy legislation or
expose business secrets. Secure distributed computation allows
calculations to be made using private data and provides an ideal
mechanism for ISPs to share their data. This paper presents such
a method, allowing multiple parties to jointly infer a Hidden
Markov Model (HMM) for network traffic, which can then be
used to detect anomalies. We extend prior work on HMMs in
network security to include observations from multiple ISPs and
develop secure protocols to infer the model parameters without
revealing the private data. We implemented a prototype of the
protocols and have tested our implementation on simulated data
of realistic network attack models. The experiments show that our
protocols have small computation and communication overheads.
The protocols therefore are suitable for adoption by ISPs.

Index Terms—Hidden Markov model, multi-observer, network
security, privacy preserving.

I. INTRODUCTION

A S the Internet grows, and becomes more and more a part
of the modern world’s critical infrastructure, the issue of

maintaining cyber-security confronts ISPs. There are many as-
pects to this problem, broadly falling under the categories of
prevention, detection and mitigation. It may be ideal to prevent
attacks before they can cause damage, but it is currently impos-
sible to anticipate all possible attacks, and so detection of novel
or unexpected problems is necessary.
There is a now large literature on network anomaly detec-

tion (for examples see [8], [25]) aimed at detecting network
problems. The range of techniques is large, but the general ap-
proach is to estimate the characteristics of the network under
“normal” conditions, and then to look for substantial deviations
from those characteristics. The principle differentiators between
the methods are the type of model used for normal conditions,
and the method used to test for uncharacteristic behavior.
A number of authors have applied Hidden Markov Models

(HMMs) to the task [1], [2], [20]. A Markov model is a simple
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stochastic process based on random, memoryless transitions
through some series of states. In HMMs, we assume that the
states themselves are not directly observable, but that we can
make some indirect observations, and from these estimate the
underlying process.
HMMs are among the most popular approaches for model-

ling time series data [16]. They have widespread applications
in areas such as speech recognition, bio-informatics, Internet
traffic modelling [12], [18], [21], andmore pertinently to finding
problems in networks [1], [2], [20]. In these security applica-
tions, we first train a HMM using the observed traffic under
normal conditions. Once we have trained such a model, we can
then look for unlikely sequences of observations, and use these
to signal anomalies.
There is no doubt that anomaly detection in general, and

HMMs in particular, benefit from having as large a dataset as
possible from as diverse a set of viewpoints as possible. In
the Internet, these might take the form of observations from
multiple ISPs who are all interested in detecting large-scale
problems such as Distributed Denial of Service (DDoS) attacks,
worms, or address hijacking. However, such collaboration be-
tween ISPs is rare. The problem is that the type of data that
must be shared is often considered sensitive; either because it
contains business secrets, or customer or other data that has
legal privacy requirements.
There are various approaches one could imagine in solving

this problem. Here we apply an approach called variously Se-
cure Multi-party Computation (SMC), or Privacy-Preserving
Data Mining (PPDM). It has advantages over alternatives in
that no-one (not even a “trusted” third party) ever learns the pri-
vate data of another party. Moreover, there is no “anonymized”
residue, i.e., unanonymized components of the data (needed in
the analysis) that can be used to break the anonymization of the
rest of the data. In effect, the entire computation is encrypted so
that no participant learns anything except the desired answer.
In [11], we explained the motivation for applying privacy-

preserving HMMs to detect network attacks and presented some
preliminary results. In this paper, we present the details of our
solutions to the problem of learning a HMM from observa-
tions made by multiple distributed and independent parties. The
observations themselves are private; no-one can learn anyone
else’s observations. However, there is almost no loss of fidelity
as might be expected from anonymization schemes. The solu-
tion we obtain deviates only slightly from that if the data were
completely public, provided some care is put into choice of key
length and scaling coefficients.
Our solution performs computation in the encrypted domain

to protect data privacy. Although data encryption and decryp-
tion introduce computation and communication overheads, we
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show in our experiments that even running on commodity hard-
ware our prototype implementation can be used for applications
with thousands of data samples. The solutions we present in this
paper are general and can be applied to all HMMs with multiple
independent observers even though we concentrate explicitly on
applying our protocols to the distributed detection of network
attacks as a case study.

II. BACKGROUND

We start by briefly introducing the elements of HMMs and
SMC that are the basis of the secure protocols we develop in
this paper.

A. HMM Theory

A Markov chain is a sequence of random variables
, with the Markov property: given the present state, the

future and past states are independent. Consider a Markov chain
with possible states . TheMarkov property
is formally defined as

If the states of the Markov process are not directly observed,
but rather we see some output sequence that is probabilistically
associated with the Markov chain, the process is referred to as
a Hidden Markov Model (HMM) [16]. A HMM is formally de-
fined by the quintuple
• the set of states ,
• the set of observation symbols
• the initial probability

• the time-independent state transition probability

• the time-independent observation probability

and is the observation at time .
HMMs have been used successfully in detecting network

problems [1], [2], [20]. In these applications, a HMM is built
for normal traffic conditions. For example, HMMs are used
in [1] to model application protocols such as HTTP and FTP
and in [2] for SSH traffic. Using these models, we can quickly
evaluate the probability of an observed traffic stream. When an
anomaly occurs, the likelihood of the observations will drop,
and the deviation can be detected.
To use HMMs to detect network problems, we need to solve

the following two basic problems:
• The training problem, which is the task of estimating the
model parameters from some sequence of
observations . We could also estimate
the set of states and the set of observation symbols .
This training problem is crucial for most applications of
HMMs, and so has been extensively studied, and good al-
gorithms to solve this problem are available [16].

• The evaluation problem, which is the task of taking an
observation sequence , and a model

, and efficiently computing the probability
. The probability reflects how well a given model

matches the observations and is the key to using HMMs to
detect network problems. For example, one can compute
the likelihood of an event and compare it with a threshold.
If the likelihood is lower than this threshold, it would
trigger an alarm.

Solutions to these two basic problems have long been known
for single observer HMMs [16]. The solutions are, as a result,
centralized.
The HMM we consider here differs in two ways. Firstly, we

allow multiple observers: that is, we consider that there is a
single set of states and transitions of those states governed
by , but there are multiple sequences of observations of these
states, each potentially with its own observation matrix
(similar to the observation matrix in the single observer case).
This type of model could be subsumed in a standard HMM by
increasing the size of . However, our second modification to
the standard HMM is to assume that the parties are unwilling
to share their individual observation sequences, so the solution
must be (i) privacy preserving; and (ii) distributed.
Examples where data need to be combined from multiple

ISPs have been studied in the past [9], [24]. Multiple observers
can improve detection probabilities without a corresponding in-
crease in false alarm rate as a tradeoff.
Our main interest in this paper is in the distributed solution

to the HMM inference problem with multiple observers such
that the data of one party is protected from other parties. The
data could be pooled at a trusted third party; or it could be
anonymized before sending to other parties. Neither of these so-
lutions have been widely adopted in the Internet. Trusted third
parties are not common in this domain, and anonymization (e.g.,
[7]) has technical limitations in that part of the data is lost (the
part that is anonymized), but some residue remains (that part
that is used in some computation). The problems in anonymiza-
tion are not trivial [5], and the approach is rarely used except to
allow scientific researchers access to certain datasets, often in
conjunction with legal machinery designed to prevent reverse
engineering of the data.
The solution we are pursuing in this research is to allow the

ISPs to jointly compute the HMM without revealing the private
data. This problem falls into the general class of secure multi-
party computation problems, which we discuss next.

B. Introduction to Secure Multi-Party Computation

Secure Multi-party Computation (SMC) is a field of cryptog-
raphy that provides means to perform arbitrary computations
between multiple parties who are concerned with protecting
their data. Mathematically, there are parties .
Each party has private data . They want to compute a joint
function . The goal is to compute
without learning anything about or for all , other

than what can be inferred from their own data and output .
The field of SMC originated from the work of Yao [22] on

the Millionaire Problem: two millionaires want to find which
one has a larger fortune, without revealing their wealth to each
other. Yao later showed that any polynomial time function could
be computed in a secure, distributed manner but the method is
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computationally expensive [23]. A great deal of following work
has considered how to solve such problems efficiently.
There is now a substantial literature on SMC. The parts most

relevant to this work include work on applications to network
management [6], [17], and anomaly detection using principle
component analysis [10]; and application of SMC to HMMs
[15], [19]. However our work is quite different from the last
two cases, which consider the situation where one party holds
the model, and the other the observations. That problemwas rel-
evant for a particular application, but has no obvious connection
with network management. Instead, in our problem the obser-
vations are partitioned between the different parties.
We use the standard semi-honest security model. In this

model, the parties in the computation will follow the protocol
correctly, but may perform additional (polynomial time) com-
putations to attempt to learn additional information. Many of
the techniques we use here have been extended to deal with
adversaries who are willing to corrupt the protocol itself leading
to invalid results, however, the resulting approaches are then
more complex, and have larger overhead that is usually unnec-
essary for data-mining applications where it is in everyone’s
interest to find the correct solution. There is a subsidiary issue
of free-loading—participants who don’t contribute to the cal-
culation. We plan to solve this problem in future work using
the same types of techniques espoused here.
The approach we take here is to use a number of well devel-

oped ideas from SMC as building blocks or primitives to create
the algorithm we need. The challenge is to do so efficiently, and
without leaking intermediate data. The principle primitive used
here is homomorphic encryption, which we describe in detail
because the details matter in the implementation of our proto-
cols. Homomorphic encryption, and related techniques operate
on a field of integers, whereas most HMM estimation algo-
rithms assume floating point numbers, and so we must perform
scaling as part of the implementation. We also briefly describe
the other techniques used in this paper (secure logsum and se-
cure negation).
1) Homomorphic Encryption: A homomorphic encryption

scheme is a special type of public-private crypto-system with
the property that some operations in the plain-text are mirrored
by operations in the cipher-text. In practice, that means we can
perform computations on the encrypted text, e.g.,

for some operators and . The homomorphic encryption
scheme we use here is the Paillier crypto-system [14], which
we detail below.
• Key generation: Choose two large prime numbers and
randomly and independently such that

. Let and . Let
be the set of non-neg-

ative integers that have multiplicative inverse modulo .
Select a random integer such that

where for any , with
the division being the quotient of divided by . The
public key is and the private key is or equiv-
alently .

• Encryption: For a plain-text , select a random
nonce1 . The cipher text is then

• Decryption: The decryption algorithm for cipher-text
, is

such that

The following homomorphic properties hold for the Paillier
crypto-system

so we can add or multiply numbers (mod ) by multiplying or
exponentiating their encrypted values, respectively. The latter
operation is not perfectly privacy preserving, as is in the clear,
however, using this in combination with other SMC techniques
allows the flexibility we need for our application.
2) Other Primitives: We also use the following primitives in

our protocols.
• Secure logsum: This is a simple protocol that uses the
homomorphic properties of the Paillier crypto-system.
Consider two parties A and B where A has a vector of
encrypted values , and B
holds the decryption key. A and B want to jointly com-
pute for a public vector .
Protocols to perform this task can be found in [15], [19].

• Secure negation: We need to be able to allow two parties
A and B to compute the encrypted negation of an
encrypted value . Our protocol for doing so is a simple
application of the homomorphic properties of the Paillier
crypto-system.

Input: Party A has encrypted value and the public
encryption key, and B has the private decryption key.

Output: Party A obtains and B learns nothing.

1: Party A generates a random number , uniformly
distributed in and computes

2: Party A sends to B.

3: Party B decrypts to obtain and then
sends back .

4: Party A computes .

1A nonce is a number used once to prevent replay and similar attacks. Its
value is inconsequential as long as it is chosen randomly.
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III. HMMS WITH MULTIPLE OBSERVERS

A. HMMs With Multiple Observers

Assume that we have a HMM with parameters
as described in Section II-A. There are parties denoted by

that make observations of the same underlying
Markov process. Without loss of generality, assume that the ob-
servations are made between time 0 and , and that the time
interval is divided into slots . Each party makes
its own observations of the system and these observations are
secret. At each time slot, we therefore have observations
of the underlying HMM. The observation set over the interval

now becomes

where each element is a vector of
observations from each party. The sequence of observations
that party makes is denoted as . An
example of this model is given in Fig. 4.
Note that in real measurements, a party may not make a mea-

surement on a particular time slot. The HMM can be easily ex-
tended to this case by including a state in to represent
“no observation” [24].
We shall assume that the observations of the different par-

ties are independent. That is a natural assumption, as depen-
dence between observations would weaken the need for privacy.
Moreover, in this paper we assume all parties have the same
observation probability given by the matrix , though
we have started to consider the more general case in [13]. Under
these conditions the probability of a set of observations at time
, conditional on the state of the Markov process is given by

We are interested in solving the training and evaluation prob-
lems for HMMs as defined in Section II-A in a privacy pre-
serving manner. That is, the parties jointly compute the like-
lihood of the observations and the HMM parameters in such a
way that at the end of the computation all parties learn the cor-
rect parameter value but do not learn anything more about the
data of the other parties other than those that can be directly in-
ferred from the output and their inputs. The solution requires
two separate extensions to both the HMM algorithms and the
privacy-preserving computation techniques.

B. Solution of HMMs With Multiple Observers

We present in this section our extensions to the single ob-
server HMM algorithms in [3], [4] to handle multiple observers.
The forward procedure: We are interested in computing

, the likelihood of the observations given the param-
eters . We extend the forward procedure in [3] to
multi-observer HMMs by using extended forward variables

i.e., is the probability of partial observation sequence from
1 to and that the state of the process at time is , given
the model parameters .
The following forward algorithm computes the in linear

time in :
1) Initialization:

where , and is the proba-
bility that observes given that the state of the HMM
at time 1 is .

2) Induction: for compute

(1)

where and is the probability that ob-
serves given the state of the HMM at time is .

The main difference from the standard estimation algo-
rithm for HMMs is the inclusion of multiple observers.
Once we have the we can compute the likelihood

Similar to the forward algorithm for HMMs with a single ob-
server, our algorithm above has linear computation complexity

. To be precise, it requires on the order of calcula-
tions where is the number of observers and is the number
of states.
The Baum-Welch algorithm: There is no known method to

effectively select parameters to globally maximize the proba-
bility of the observed sequence. However, the Baum-Welch al-
gorithm [4] provides a local maximum that is often sufficient for
single observer HMMs. When there are multiple observers, we
have modified the original Baum-Welch algorithm as follows.
We first define a backward variables for multiple ob-

servers, analogously to the forward variable , as

(2)

i.e., is the probability of partially observing the sequence
from to the end, given that the state of the process is
at time and the model parameters are .
We can write for inductively as

(3)

where and is the probability that observes
given the state of the HMM at time is .
Let be the probability of being in state at time and

state at time given the observations, i.e.,

(4)

The can be computed from the forward and backward
variables and as

(5)
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Fig. 1. A HMM with multiple observers. Each observer makes an independent
observation of the HMM at every time slot . These observations are combined
to infer the HMM and to detect anomalies.

where is the index of the th observation by Party , i.e.,
.

Then , the probability of being in state at time given
the observation sequence and the model parameters, is simply
the sum of over all :

(6)

Similar to the single observer case [4], once we have calcu-
lated and , we can estimate the initial state and state
transition probabilities as:

(7)

Estimation of the observation probabilities is based on the
the ratio between the expected number of times the process is in
state and the expected number of times is observed, how-
ever, our formula is slightly different from the standard HMM
in that we must take into account observations from multiple
observers:

(8)

where is the indicator function:

if ,
otherwise,

i.e., the function is 1 when the observation made by party at
time is .
The computational complexity for each iteration of the ex-

tended Baum-Welch algorithm is . We will discuss
the number of iterations needed in our secure protocol in the
next section.

IV. PRIVACY PRESERVING PROTOCOLS

A. Privacy Preserving HMMs With Multiple Observers
Algorithms

We first derive a secure version of the forward algorithm.
Our protocol encrypts data and performs computation in the en-
crypted domain using homomorphic encryption to protect pri-
vacy of the parties.
We present the protocol for the two party case . It

could obviously be extended to the multi-party case,

but we may also be able to substantially reduce the overhead
in that case by using, for instance, secure summation protocols
in place of homomorphic encryption. Hence we describe the
two party case here, and leave the multi-party case for future
development.
Denote the two parties and and assume that sets

up a private and public key pair for the Paillier crypto-system
and sends the public key to . The secure two-party forward
protocol is presented in Protocol 1.

Protocol 1: Secure Two-Party Forward Protocol

Input: Both parties and know the model .
Each party has a set of private observations

. holds the public and private keys of a
Paillier crypto-system on the field , while
knows only the public key.

Output:

1: Initialization :

2: is the index of the th observation by Party , i.e.,
for .

3: for do

4: sends to ,

5: computes

6: computes

7: end for

8: Induction:

9: for do

10: Repeat steps 2–5, replacing the time index with , so
that obtains for .

11: for do

12: and use the secure logsum protocol to compute

13: computes

14: end for

15: end for

16: Termination:

17: and use the secure logsum protocol to compute

18: decrypts the result and transmits the value to .
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Protocol 2: Secure Two-Party Baum-Welch Protocol

Input: The encrypted logarithmic of the forward and backward
variables , , and . Each
party has a set of private observations . holds the
public and private keys of a Paillier crypto-system on the field

, while knows only the public key.
Output: The updated model parameters , , and

1: for do

2: for do

3: for do

4: computes by taking the log of (5)

5: end for

6: and use the secure logsum to compute
from (6)

7: end for

8: end for

9: uses (7) to update the model parameters
and

10: then updates as in (8), with

using the secure logsum and negation protocols.

Party sends only encrypted data to , and only sends
the data in the secure logsum protocol at steps 12 and 17,

which is known to be secure [15], [19], so the overall protocol is
secure. The protocol’s performance is dominated by the logsum
protocol, which is called times. Each execution of the
logsum protocol requires to send integers to , where
there are states in theMarkov chain. The total communication
cost is therefore , where is the largest possible
integer given the key-size.

The secure forward protocol has steps as in the forward
algorithm of Section III-B. In each step, it calls the logsum pro-
tocol times. The logsum protocol, in turn, requires calcu-
lations (multiplication and exponentiation) in the encrypted do-
main. Each calculation in the encrypted domain depends on the
key length and the implementation of the homomorphic encryp-
tion algorithm. For a given key and a given implementation, the
computation cost of the secure forward protocol is .
We explore the effect of the key length on the computational
complexity and the accuracy of the protocol in Section V.

B. Protocol for Secure Baum-Welch Algorithm

As shown in Section III-B, the Baum-Welch algorithm re-
quires the backward variables . We therefore need to com-
pute the backward variables securely. The secure back-
ward algorithm is directly analogous to the secure forward algo-
rithms. We will omit the detail of the secure backward protocol
to avoid unnecessary repetition.
Once we know and , we can update

the model parameters using the secure Baum-Welch protocol
given in Protocol 2. The protocol uses the Paillier homomorphic
encryption to protect data privacy and perform computation in
the encrypted domain. As with the forward protocol, we present
the case of two parties, for clarity, and omit the obvious gener-
alization to .
The security of the protocol is guaranteed in the same way

as the forward protocol. The protocol uses calls to the
logsum protocol in Step 6, 9 and 10, so the total communications
overhead is .
Similar to the secure forward protocol, the computation

cost of the secure Baum-Welch protocol depends on the key
length and the implementation of the homomorphic encryption.
For a given key, the computation overhead of the protocol is

.
The protocol describes one iteration of the Baum-Welch al-

gorithm. In practice, this is iterated in combination with the for-
ward-backward algorithms until the log-likelihood
converges. In our case, all of the variables output from the al-
gorithms are output/input as encrypted logs, and so iteration is
straight forward, except we must also create a stopping condi-
tion for the algorithm. The easiest approach is to stop the algo-
rithm after a fixed number of iterations (we found that 10 was
satisfactory in our test cases), but a more general approach is
to test whether the log-likelihood has converged by looking at
ratios of values, which can be easily done by having com-
pute the log-ratio (using secure negation), and giving this value
to for decryption. Party can then terminate the algorithm
when the procedure has converged. The advantage is that the
algorithm may converge more quickly; the disadvantage is that
the number of iterations itself may reveal some detail of the pri-
vate data to one party or the other. The choice is a tradeoff of
computation cost against security—in our experiments we use
the more secure, fixed iteration approach.

V. IMPLEMENTATION AND RESULTS

In this section we describe our implementation of the secure
protocols described in the preceding section. The code for our
implementation is available at www.hxnguyen.net. It is written
in Python, using the Paillier encryption scheme by Ivanov,2

2https://github.com/mikeivanov/paillier
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which we have extended by adding the secure logsum and
secure negation protocols. The HMM code was implemented
on top of the standard HMM implementation by Hamiltom.3

However, the code is not a trivial extension of these packages.
The crucial implementation issue is that the encryption scheme
applies to a finite field of non-negative integers, whereas the
HMM algorithms were designed to work with potentially nega-
tive floating-point numbers. There is significant room for prob-
lems if the translation between these two domains is not per-
formed carefully. We first describe the implementation issues,
and then present experimental results showing the performance
of the algorithms.

A. Scaling for HMMs

The first implementation issue of HMM algorithms is the
under-flow problem that arises when multiplying hundreds of
small probabilities. These probabilities are very small for a large
number of samples (500 or more) and will cause under-flow
problems when multiplied.
Our secure protocols work in the logarithmic domain and

would therefore avoid the problem but for the secure logsum
algorithm, which converts the logs back to the actual values.
To avoid the issue, we apply the standard scaling procedure for
HMMs as presented in [16], however, here it must work in the
encrypted domain.
For each , we first compute the forward variable
as in the secure forward protocol, and then we multiply it

by a scaling coefficient in the encrypted domain, where

The forward and backward variables are then updated as:

The likelihood is computed from

The Baum-Welch protocol remains unchanged under scaling.

B. Fixed Point Computation and Negative Numbers

The Paillier crypto-system is defined over a finite field
. In our solutions for HMM we need to encrypt

the HMM parameters, which are real numbers. We translate
between floating-point numbers and non-negative integers by
scaling and rounding off the values. Let be the scaling factor.
A real number is translated to integer , where is
the largest integer . In our implementation, we incorporate
this operation into the encryption and decryption. For instance,
for , we take

3http://www.cs.colostate.edu/hamiltom/code.html

Obviously this approximation will be more accurate for larger
values of . However, there is a problem in that the largest value
of that can be represented will be , and in fact, to
avoid overflow we must ensure that all values in calculations lie
below this threshold. For large key-sizes, i.e., large , this is not
a significant issue, but could be for smaller keys.
The other important issue is that of encrypting negative

numbers (remember we frequently use the log of probabilities,
which will be negative). We use modulo arithmetic here, and
so negative numbers are represented by their modular additive
inverse, i.e., so

This changes the domain of the possible values we can work
with to . We will test various combinations of
and in the following sections.

C. Experimental Results

We first evaluate our protocols on a simplified HMM for the
detection of SSH brute-force attacks. In this model, the HMM
has two states where the attackers alternate between “attack”
and “inactive”, i.e. , and there are 6
observation outputs representing possible the traffic counts

.
The following parameters are used for initial, transition and

observation probabilities

We simulate a set of 10 realizations for the HMM, for each set
of parameter values, and run both the centralized (insecure) and
secure distributed version of the estimation algorithms to com-
pare results.
1) Accuracy of the Secure Protocols: The approximation

of real numbers by integers in the Paillier crypto-system (see
Section V-B) introduces errors. Here, we compare the result
given by the secure protocols against result provided by the
ideal centralized algorithm. The ideal centralized algorithm
is the state of the art for non-privacy preserving inference of
HMMs. We compare the ideal result with the secure result
using the relative error , where is the result of
the secure protocol, and the ideal estimate. We evaluate the
errors by varying the values of the scaling parameter and the
key length.
Space constraints prevent us presenting results for each pa-

rameter , and so we present, in Table I, the worst
case errors over each of the estimated components. The results
(given for samples) show that the further through
the estimation process we go, the larger the errors, but that
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TABLE I
WORST-CASE ERRORS OVER 10 RUNS, GIVEN AS PERCENTAGES

Fig. 2. Runtime for the secure forward protocol under different key-length.

for large keys, and reasonable scaling parameters, the errors
introduced by integer approximation and consequent over- or
underflow are insignificant (2% in the worst case over mul-
tiple simulations, and parameter estimates). Larger keys also
provide better security, so best performance occurs in the most
secure case.
2) Runtime Analysis: Another important consideration is the

runtime of the protocol. We evaluate the runtime of our proto-
cols by varying the key length and the number of samples used
to evaluate and train the HMM, with . The results,
generated on a laptop with a duo core 2.8 Ghz processor with
4 GB of RAM are shown in Fig. 2. The results show that the
algorithm is approximately linear in the number of samples ,
and quadratic as a function of key length. This quadratic growth
is due to the runtime of the Paillier encryption and decryption
functions, which could be more efficiently implemented. There
is a clear trade-off between security and runtime as the longer
the key length the more secure the protocol but also longer com-
putation time.
The Baum-Welch protocol takes on average 5 times longer

than the secure forward protocol for each iteration, so estima-
tion/training component of running these algorithms represents
a significant workload. However, detection of anomalies re-
quires only the forward algorithm.
Finally, given a particular key, our protocols have linear com-

putational complexity as shown in Section III-B. The central-
ized algorithms have time complexity comparable to the secure
protocols for small key lengths, e.g., 64 bits.
3) Collaboration Benefits: The other obvious question to

ask is whether there is an advantage in multiple parties col-
laborating. It is intuitive that a larger set of data is beneficial,
but it may not be obvious that these benefits outweigh the

Fig. 3. MSE of the observation probabilities .

Fig. 4. The Markov chain for a typical distributed SSH attack.

costs involved in participating in such a protocol. Here we
study these to allow potential collaborators to determine the
cost/benefits.
Using the same model, we compare the errors as we in-

crease the number of participants in the protocol. We apply the
Baum-Welch algorithm to samples and compare
errors in the estimates. We focus on the estimates of , which
we can see from Table I are the hardest to estimate accurately,
and we calculate the Mean Squared Error (MSE) over the
matrix.
The resultant MSE is shown in Fig. 3. The plot shows that

there is a substantial increase in accuracy when two parties col-
laborate, but that the marginal improvement lessens with in-
creasing numbers of participants in the protocol.
4) Experiments on Real Data: Finally, we evaluate our pro-

tocols on a real HMM for SSH attacks on a university campus
as reported in [2]. In this model, SSH brute-force attacks have
three phases. In the first phase—scanning—the attacker scans
the target network for vulnerable SSH services. In the second
phase—brute-force—the attacker initiates a brute-force user/
password dictionary based attack on the vulnerable hosts. In the
last die-off phase, compromised hosts communicate with the at-
tackers and wait for new instructions. During each phase, the
attackers alternate between an active and inactive state to make
detection more difficult. For the attacks observed in [2], when
active, the average number of packets per flow is 1.5 in the scan-
ning phase, 11 in the attack phase, and 1.5 in the die-off phase.
The resulting HMM consists of a Markov model with seven
states, shown in Fig. 4, representing the various stages of an
attack and three observations representing the events that the
numbers of packets per flow fall into some bound, which occur
with observation probabilities.
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Fig. 5. MSE of the transition probabilities .

Following from [2], we use the following transition matrix u

and observation matrix

where is a small probability of measurement error as back-
ground traffic can distort the measurements. In our experiment,

.
The computation time is similar to that for the HMM with

two states. That is, the protocols have linear computation time in
terms of the number of samples . More importantly, the com-
putation time depends on the length of the encryption key. In the
rest of this section, we evaluate the accuracy of our protocols in
inferring the parameters of the HMM in [2].
Using 128 bit encryption keys for privacy preserving compu-

tation, we compare the errors as we increase the number of par-
ticipants in the protocol.We apply the secure Baum-Welch al-
gorithm to infer the transition matrix with samples.
We compare errors in the estimates by calculating the Mean
Squared Error (MSE) over the matrix .
Fig. 5 shows again that that there is a substantial increase in

accuracy when two parties collaborate. The accuracy improve-
ment, however, becomes less dramatic with increasing num-
bers of participants in the protocol. This observation can be ex-
plained by the fact that the matrix is unidentifiable with one
observer but is identifiable with multiple observers [13].

VI. CONCLUSION AND FUTURE WORK

In this paper we have shown that collaboration between mul-
tiple parties can improve the quality of estimates provided by
HMMs. More importantly, we have shown how the parties can
collaborate without revealing private data to each other. In the
context of ISPs, this would mean that multiple ISPs can help
each other detect network problems without running the risk of

exposing critical data to competitors. Even though we have ex-
plicitly concentrated on the problem of detecting network at-
tacks, our solutions are general and can be used for any HMM
with multiple observers.
We have implemented the protocol using Paillier’s homomor-

phic encryption, and shown how several details such as the con-
version between real and integer arithmetic can be handled. The
implemented protocols are accurate and secure, and reasonably
fast. However, the protocol comes at a cost. As with all secu-
rity there is a computational and communications overhead in
encryption. Although our prototype implementation can handle
multiple parties with up to thousands of samples, more efficient
algorithms are needed for very large sample sizes. In the future
we plan to study aefficient algorithms that allow multiple par-
ties to reduce this cost.
There are other ways in which the protocol can be enhanced,

for instance, we would use secure distributed protocols to pre-
vent free-riding, which is hard to detect in the context of private
data, and we aim to tackle this problem in future work.
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